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$whoami
● Vulnerability Research Team Lead @ Claroty

● SCADA, IoT, Mobile, Malware

● Competitions / CTF
○ DEFCON27 (black badge holder)

○ Pwn2Own Miami

● Awesome lab Playground



Today we are going to talk 
about Intercoms



Intercoms
● Stand-alone voice communications system

● Usually used within buildings or vessels

Speaking Tubes
Early day 
Intercom Wiring Intercom



Modern Intercoms
● Stand-alone voice and video communications system

● All-in-one door entry system (door control, alarm, door bell)

● Joined the IoT family (s if for security)

IP-based Intercoms Cloud-based Intercoms



OK, story time!
It all starts with one weird 

call from a friend..





OK, let’s do an 
online research
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OK, what we know so far?



...

OEM

White-label







Internet





OK, so what happened
to my friend?



Do you 
remember 
Skype’s test 
service?



Somewhere
Technician configured the 

diverted account to 
test account

Friend
Configured the mobile 

app to use the test 
account

Overriding 
current SIP 
test account

Chain of Events - Configurations



Chain of Events - Call

somewhere
Someone is ringing 

the doorbell

test account (55555555)

The diverted account is 
configured to test account 

(55555555) someone’s 
doorbell camera 
is opened in my 
friend’s iPhone

Internet

phone is ringing

call is diverted



Testing

● We setup our own softphone with 
the test number 55555555

● Left it to run for a couple of weeks

● Received dozens of calls from 
around the world

● Helped us to understand 
number-ranges :) 



OK, but can it get worse?





Let the party begin!



DX-471 Video Door System

● 170 degree fisheye high resolution camera;

● Waterproof nameplate design with blue light background;

● Anti-tamper screw installation;

● Full stainless steel materials design;

● Keypad password access control;

● IP54 strong waterproof.

DT607

DX471
Wifi monitor

● Wifi

● 7" TFT touch screen;

● Touch sensor button;

● Hands-free communication;

● Color icon menu display;

● Pantilt&zoom under fisheye mode;

● Call divert to smart phone;

● Staircase light control via RLC unit;

● Picture memory/video recording via SD card;

● Compatible with all 2-wire system models;

2 wire system

2Easy App

IP-based



DX-471 Video Door System

● 2 wire system
● Ethernet/Wifi + Cloud based



DX-471 Firmware

● Linux based OS
● ARM LE 32 bit
● Main binary is DX471 - 11MB with symbols :)



2easy App

● Android APK
● Java
● SIP client is Linphone (belle-sip)



What are we searching?
Cloud connection



Searching for SIP related code flows



SIP
Session Initiation Protocol 





SIP Call Flow

● UDP 5060
● RFC 2543



SIP Authentication

h1 = hash(USER:REALM:PASSWORD)
h2 = hash(METHOD:URI)
CHALLENGE = nonce
response = hash(h1:CHALLENGE:h2)



Back to the manual..



“Use Default” ???

● How is it possible? each 
device should be uniquely 
identified in the SIP network

● How does the server know 
that the password was 
reset?

Oh no...



Collecting Credentials
OSINT











Username

0e 00 1A BC DE FG

2Easy AppWifi Monitor

04 00 1A BC DE FG



Wifi Monitor

04 00 1A BC DE FG

2Easy App

0e 00 1A BC DE FG



Username



What about the password?



SIP Credentials: 
password

● Fixed, simple algorithm to 
generate passwords

● No indication it can be changed 
(manual or GUI)



SIP Credentials: 
password

● Fixed, simple algorithm to 
generate passwords

● No indication it can be changed 
(manual or GUI)



Recap

● V-TEC implemented two SIP accounts 
that are automatically being generated 
based on the hardware ID 
(/dev/ds2411) of the DX home 
panel.

● Home panel monitor account: 04 00 1A 
BC DE FG

●
● Diverted account for the 2easy mobile 

app: 0e 00 1A BC DE FG
●

● The passwords for these accounts are 
calculated automatically as follows:
Integer value (BigEndian) of the last 
two bytes of MD5(account)



SIP Credentials: 
password

● Fixed, simple algorithm to 
generate passwords

● No indication it can be changed 
(manual or GUI)





QR



Cloud-management protocols



Cloud-management protocols

1. User management protocol
a. TCP port 8848

2. Updates protocol
a. TCP port 8849

3. User Interaction
a. TCP port 8850

● FC #1: Register accounts request
● FC #3: change password request
● FC #5: reset password to default request



Cloud-management protocols

1. User management protocol
a. TCP port 8848

2. Updates protocol
a. TCP port 8849

3. User Interaction
a. TCP port 8850

● FC #1: Check for update



Cloud-management protocols

1. User management protocol
a. TCP port 8848

2. Updates protocol
a. TCP port 8849

3. User Interaction
a. TCP port 8850

● FC #0: Login request
● FC #16: Send DTMF request
● FC #34: Read JPEG request



Owning Pwning an intercom
(at scale)



What can we do with an 
Intercom?

1. Open camera stream
2. Transmit audio
3. Unlock the door



Let’s find users!
(brute-forcing 3 bytes)

04 00 1A BC DE FG





Can we fully automate 
this?



Multimedia Protocol Stack

1. Signaling: SIP
2. Metadata: SDP
3. QoS: RTCP
4. Media: RTP



Multimedia Protocol Stack

1. Signaling: SIP
2. Metadata: SDP
3. QoS: RTCP
4. Media: RTP

Session Initiation Protocol (rfc3261)



DTMF Codes (DX-471)
Unlock 1: 1#  //unlock the door #1
Unlock 2: 2# //unlock the door #2
Open microphone: 3# //open microphone
Monitor Code: 1000# //open camera and stream video - surveillance mode
Call Code: 2000# //transmit audio

DTMF Signaling over SIP



Multimedia Protocol Stack

1. Signaling: SIP
2. Metadata: SDP
3. QoS: RTCP
4. Media: RTP

Session Description Protocol (rfc4566)



Multimedia Protocol Stack

1. Signaling: SIP
2. Metadata: SDP
3. QoS: RTCP
4. Media: RTP

Real-Time Transport Control Protocol (rfc5968)



Multimedia Protocol Stack

1. Signaling: SIP
2. Metadata: SDP
3. QoS: RTCP
4. Media: RTP

Real-Time Transport Protocol (rfc3550)



Entering Monitor Mode





Get Video Stream

1. “Find” username, generate password
2. Register into SIP network
3. Start RTP server
4. Establish a call

a. SIP: INVITE
b. SDP: Coordinate ports & codecs 
c. Start RTP data transfer
d. Start RTPC control data exchange

-- blue screen stream --
5. SIP: Signal DTMF monitor codes

a. Open Camera and start RTP stream
6. Get intercom video!







DEMO



Features
1. Open camera stream
2. Transmit audio
3. Unlock the door



Responsible Disclosure





Trying to Disclose a Vulnerability

● 6 April 2021 - First email to support@v-tec.com.cn: No response
● 21 May 2021 - Second email to support@v-tec.com.cn: No response
● 23 May 2021 - Third email to hebe@v-tec.com.cn: No response
● 24 May 2021 - Trying to call: someone answers asks us to send an email. We explained that we 

sent a couple of emails already. They insist us to send an email to hebe@v-tec.com.cn.
● 24 May 2021 - Fourth email: No response

- We have reported this to CERT-IL, they tried to contact the vendor multiple times through local 
distributors, but could not receive any response from the vendor.



Summary



Summary

● Bad authentication design allowed us to remotely control V-TEC intercoms 
around the world
○ Easy to guess account IDs (based on DS2411 chip)
○ Known password derivation algorithm (last two byte of md5)
○ Cloud-management protocols allows password override to default (tcp port 8848)

● We can unlock doors, open camera stream, and play sounds

● Company did not reply to our disclosure efforts



Thanks!
(plz add s to IoT)


